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Crisam

World’s leading GRC platform.

CRISAM® ist eine intuitiv bedienbare Plattform, die alle Ansprechpartnerim
Unternehmen Gber optimierte Workflows unterstitzt.

Als fUhrender Anbieter fur Al-gestitzte GRC-L&sungen und dank der
einzigartigen User-Experience (UX) setzen namhafte Unternehmen aller
Branchen auf CRISAM®.

Inventing the future of GRC.

e Integrated Risk Management
e Compliance
e |ISMS&BCM

e Data Protection

Audit
Environment, Quality & Safety
Internal Control

Whistleblower Protection
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Ziele N %
1. Erkennung von Anomalien
2. Erkennung von Risiken in Echtzeit

3. Flexibles Set an Sensoren




Grundprinzipien cr Sam

e Methoden der kiunstlichen Intelligenz werden flr das Risikomanagement in Unternehmen

weiterentwickelt und angewendet.

isixo eaceN/uva
e Eswerden Echtzeitmethoden und ein abgestimmtes Set an Sensoren zur Identifizierung

von internen, branchenweiten und weltweiten Risiken verwendet
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e Mediendaten (News Intelligence) —

e Web-Crawler (am Beispiel Kununu) DATEV iM

e Social Media Daten (am Beispiel Twitter) DATEY N W/ VVTEp Veunsy
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e Mit Hilfe von maschinellem Lernen werden Normalzustande gelernt und Anomalien e Texte

automatisch erkannt.
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Sensitivitat

Anomaly Detection Nate: Der Sensitivitatsparameter gibt den Anteil der AusreiBer in den Daten an. Ein Parameterwert von 0.1 wiirde bedeuten, dass davon ausgegangen wird, dass ca. 10% der Daten AusreiBer sind.
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Seasonal Anomaly Detection

SAVED REPORTS Mar 3

[2) Grippe-Vs-Weihnachten

Timestamp

B WaterLevel NewsCount Prozentualer Anteil der positiven, neutralen und negativen Nachrichten eines Tages iiber die Zeit hinweg

Die roten vertikalen Balken stellen eine Anomalie an dem jeweiligen Tag dar.

RISK EXAMPLES
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Hello, admin
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Anomaly Detection
Anzahl an Google-Suchanfragen zum Thema Grippe
CSV Importer

Fir dieses Beispiel wurde der Isolation Forest verwendet.

Data Viewer
Anzahl an Suchanfragen
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T Twitter Anomaly from both
Sensordata
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Documentation

Kununu - Company Comparison

(*) Seasonal Anomaly Detection

2019
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[Z] Grippe-Vs-Weihnachten

2] WaterLevel NewsCount

RISK EXAMPLES

[2] Generic Scenario Overview
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Analyse und Visualisierung von
Nachrichtenclustern

ai.crisam.net/risk/genericscenarios,/ | EG_G

RCPM @ B News

Anzahl der Nachrichtenbeitrage

Admin Panel

MNote: Beim Klicken auf sine Gruppe ers: 5

JRichtig”: Hygiene Austria orderte Masken auch in
Anomaly Detection China

Erster Artikel im Cluster

CSV Importer Hygiene Austria fir Lenzing ein "gewaltiges

= i'ﬁ" A alie gefunde
Data Viewer i HoT=RERonEEriffe und Anomalie gefunden
COrange = Risikcbegriffe gefunden
Grau = Kein Risike gefunden

Imageproblem”

ten

News Crawler Millionen Masken von Hygiene Austria bereits im

Artikel mit gréBter Relevanz Umlauf

Twitter

Sensordata Hygiene Austria hat zu Spitzenzeiten in China

Anzahl Machrich

zugekauft.

Kununu

Hygiene Austria hat zu Spitzenzeiten in China

Documentation zugekauft

Mar 21
Kununu - Company Comparison Note: Beim Klicken auf

angezeigt

Seasonal Anomaly Detection Timestamp
T e f Cha
SAVED REPORTS haufigste Warter Risiken / Chancen
In der ausgewahlten Gruppe wurden folgende Risiken gefunden:

Grippe-Vs-Weihnachten
*  Wirtschaftskriminalitat (Betrug)

WaterLevel MewsCount AutomatiSChe Ident|f|kat|on Von RiSiken

In der ausgewadhlten Gruppe wurden keine negativen Satze gefunden!

RISK EXAMPLES

Generic Scenario Overview




Intelligent Systems Conference
(IntelliSys) 2022

Intelligent Systems Conference (IntelliSys) 2022 will focus on areas of intelligent
systems and artificial intelligence and how it applies to the real world. IntelliSys is

o . P = e hoct re e ~ [ ~rFaran

IntelliSys provides a leading international forum that brings together researchers
and practitioners from diverse fields with the purpose of exploring the
fundamental roles, interactions as well as practical impacts of Artificial

Intelligence. It is part of the conference series started in 2013.
v The goal of the conference is to be a premier venue for researchers and industry

practitioners to share new ideas, research results and development experiences
in various fields.

Talks by industry experts on the state-of-the-art in computer science
Lectures by eminent scientists designed to inspire and inform
Presentations by innovative researchers coming from 50+ countries

Discussion-oriented sessions and networking breaks to enable collaborations

Call for Papers Register Now
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CRISAM Loop

Ziele “ W% -
1.  Aus Feedback von Benutzern lernen
2. LLM-based Risk Extraction

3. Al-Assistant for Risk Manager
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Application
ChatGPT, DALL-E, Copilot, etc.



ion Paradigm

t

IC

Next Word Pred

®)
e
: D
e
L6
995G
C O
O ©
=3
S o
=

Quelle: The secret chickens that run LLMs, lan Kelk
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https://kelk.ai/blog/secret-chickens-llm

---IT GOTTA DO
THIS AGAIN?

After midnight,
the cat decided to

Quelle: The s_ecret chickens that run LLMs, lan Kelk


https://kelk.ai/blog/secret-chickens-llm

Inference Hyperparameter c r Sam

Temperature Top-k Sampling Top-p Sampling

<

/f s
b1t
S St
Wi, </
COOK
3 : L £ s > . SLE’EP v
Top-k sampling, with k = 4 Top-p sampling, with p = 0.75
Low temperature of 0.5 Renormalized Renormalized

Windows Copilot Unterhaltungsstil

Im hoheren MaBe Im hdheren Maie Im hoheren MaBe
Kreativ Ausgewogen Genau

Quelle: Secret LLM chickens lI: Tuning the chicken, lan Kelk
Jkelk a/bloc/  chickens-tuni


https://kelk.ai/blog/secret-chickens-tuning

Vergleich aktueller Sprachmodelle c r Sam

Model Context Window Input Cost / 1M tokens Output Cost / 1M tokens
Claude 21 2{010] 4 $8.00 $24.00
Claude 3 Opus 200K $15.00 $75.00 e Context Window ist das
. - v«
Claude 3 Sonnet 200K $3.00 $15.00 ,Kurzzeitgedachtnis
Claude 3 Haiku 2{0]0]34 $0.25 $1.25
. . . . « - .
°
GPT-4 Turbo 8K $10.00 $30.00 Tokens sind die ,Einheiten’, in die
o PEK v o die Eingaben zerlegt werden
Claude 2 100K $24.00
Claude Instant 100K $2.40
Tokens Characters
GPT-4-32k 32K $120.00 8 40
Gemini Pro 32K $0.375
Viel Spass beim Risk Management Congress
Mistral Medium 32K : $8.1
Mistral Large 32K $24.00
GPT-3.5 Turbo 16K $1.5
Tokens Characters
Mistral Small 16K $6.00 8 40

GPT-4 8K $60.00
[53, 13327, 3165, 395, 20889, 32388, 9744, 51511

GPT-3.5 Turbo Instruct 4K . $2.00

Quelle: https://www.vellum.ai/llm-leaderboard


https://www.vellum.ai/llm-leaderboard

Vergleich aktueller Sprachmodelle

Grade school Math
math Problems

Anthropic USA 84.83% 86.80% 95.40% 84.90% 86.80% 95.00% 60.10%

Hersteller Headquarter Average Multi-choice Qs Reasoning Python coding  Future Capabilties

Google USA 80.08% 81.90% 92.50% 71.90% 84% 91.70% 58.50%
Gemini Ultra Google USA 79.52% 83.70% 87.80% 74.40% 83.60% 94.40% 53.20%
GPT-4 Open Al USA 79.45% 86.40% 95.30% 67% 83.10% 92% 52.90%
Llama 3 Instruct - 70B Meta USA 79.23% 82% 87% 81.7% 81.3% 93% 50.4%
Claude 3 Sonnet Anthropic USA 76.55% 79.00% 89.00% 73.00% 82.90% 92.30% 43.10%
Claude 3 Haiku Anthropic USA 73.08% 75.20% 85.90% 75.90% 73.70% 88.90% 38.90%
Gemini Pro Google USA 68.28% 71.80% 84.70% 67.70% 75% 77.90% 32.60%
GPT-3.5 Open Al USA 65.46% 70% 85.50% 48.10% 66.60% 57.10% 34.1%
Mixtral 8x7B Mistral Al Frankreich 59.79% 70.60% 84.40% 40.20% 60.76% 74.40% 28.40%
Gemma 7B Google USA 50.60% 64.30% 81.2% 32.3% 5510% 46.40% 24.30%

Abu Dhabi Vereinigte
Falcon 180B ATRC Arabische 42.62% 70.60% 87.50% 35.40% 37.10% 19.60% 550%
Emirate

Llama 2 Chat 13B Meta USA 37.63% 54.80% 80.7% 18.3% 39.40% 28.70% 3.9%
Llama 2 Chat 7B Meta USA 30.84% 45.30% 77.22% 12.8% 32.6% 14.6% 2.5%
Llama 3 Instruct - 8B Meta USA - 68.40% - 62% 61% 79.60% 30%
Grok 1.5 XAl USA 73.00% 63% 62.90% 23.90%
Qwen 14B Alibaba Cloud China 66.30% 32% 61.30% 24.80%
Mistral Large Mistral Al Frankreich 81.2% 451% 81% 45%



https://www.vellum.ai/llm-leaderboard

Al-Assistent fur Risikomanager
der selbstandig arbeitet

Kann eine Kl gestltzte Software selbstandig
Analyseaufgaben erledigen?

Ausgangssituation:

Beschreibung des Assistenten und der Ziele




Al-Assistent fur Risikomanager
(Beispiel)

Aufgabenstellung

Risk-GPT is an Al assistant to find potential risks for the company
<Company>

» (Goal1: Find Information sources about the company

» Goal 2: Try to detect potential risks for the company in the future
based on the information

Sonst werden keine Informationen vorgegeben!

Der Assistant arbeitet von da weg selbstandig.




(L) Default Project

Agents

2% Marketplace (coming soon)

€ RISK GPT X & newagent X

+ Create Agent

[} Run2  Activity Feed

RISK GPT

in the specitied JSON tormat.

\‘/ 2 hours ago

' Thoughts: The Read File tool will allow me to download and analyze the company's financial reports.

Plan: - Use the Read File tool to download and read the company's financial reports
- Analyze the financial reports to identify potential risks for the future
Criticism: I need to ensure that the financial reports are up-to-date and reliable.
Tool: Read File

® 2 houirs ago Run agent name

Name

Tool Read File returned
args: {'file_name': 'li

@ 2 hours ago

' Thoughts: Downloading a
them in detail to ident
Plan: - Use the Write F
- Analyze the financial
Criticism: I need to en
them.

Tool: Write File

® 2 hours age

45;. Tool Write File returned: File written to successfully - financial_report.pdf

® 2 hours 4go

& Stopped: Maximum iterations exceeded!

. Details ' Resource Manager

RISK GPT

You are an Al assistant to find potential risks for the company Risk AG

2 Total Calls ¢ Total Runs @ Tokens Consumed

50 2 135.6k

[~ 2 Goals
1. Find Information sources about the company

2. Try to detect potential risks for the company for the future based on that information

Show More

= Tools assigned

P P T 7 L PR Y SASHT
 ReadFile = | Write File = | GoogleSearch

+ 3 Constraints

1. If you are unsure how you previously did something or want to recall past events,
thinking about similar events will help you remember.

2. Ensure the command and args are as per current plan and reasoning

Show More

71 Don't Maintain Task Queue
&1 gpt-3.5-turbo

= 10 milliseconds

&= God Mode

(L) Stop after 25 iterations



Ablauf des Beispiels

© N o ok~ 0D

9.

10.

11.

Kosten fur die Rechenzeit der Analyse (GPT4): 0,23 $

CALPANA BUSINESS CON

Eine Google Suche wird ausgefthrt, um Informationen zu finden

Die Ergebnisse der Google Suche werden ausgewertet

Website wird besucht und befragt - die Ergebnisse werden ausgewertet
Suche im Dateisystem des eigenen Computers nach Dokumenten

Ein Ergebnis-Dokument wird geschrieben

Google Suche nach Produktmarke - Auswertung der Suche

Ein weiteres Dokument wird erzeugt

Ein zuséatzlicher Assistent flr die Identifikation der Markenrisiken wird automatisch

gestartet

Der erste Assistent wird Uber die Ergebnisse des zweiten Assistenten informiert
Ein Dokument zu den Markenrisiken wird geschrieben

Analyse wird beendet

21




Welche Fahigkeiten hat
der Al-Assistent fur Risikomanager?

= Ausflhren einer Google Suche

= Abrufen von Websiteinhalten

= Suche nach Dokumenten im Dateisystem
= Schlussfolgerungen mit GPT-4

= Berechnungen durchfihren

=  Schreiben von Dokumenten

= Klonen von weiteren Assistenten

Communizieren zwischen Assistenten

CALPANA BUSINESS CONSUL




ChatGPT wird echtzeitfahig Crisam

e \ersion3.5 e \ersion4

@ You @ You

get the current apple and cisco stock exchange values get the current apple and cisco stock exchange values
74
® ChatGPT ® ChatGPT
| can't provide real-time information like current stock prices. However, you can easily find the current
stock exchange values for Apple and Cisco by checking financial news websites, using stock market The current stock price for Apple Inc. (AAPL) is $183.38 on Nasdagq (Nasdaq). To check the current
apps, or searching directly on a search engine like Google with a query like "current Apple stock price” stock value for Cisco as well, 'l need to perform another search. Please hold on a moment.

or "current Cisco stock price.”

As of the latest updates, the stock 1c. (AAPL) is trading at approximately $183.38 on
Nasdaq. Meanwhile, Cisco Systems inc. (CSCO) is listed at around $46.79, also on Nasdaq (Seeking
Alpha) (Nasdaq). These values are current as per the last trading session and can fluctuate during

trading hours.

CALPANA BUSINESS CONSULTING GMBH 1.05.2024 23



Weitere Fahigkeiten des
Al-Assistenten fur Risikomanager

e FExtract Scsm Data

Pattern

e [Extract News Stories

e [Extract e Modify Normalize

e Modify e  Modify Anomaly Detection
e Modify Filter Expression

. :
Provide e Extract Clusters From News

e FExtract From Csv

e [Extract Histograms From
News

e [Extract Related Stories

CALPANA BUSINESS CONSULTING GMBH

e FExtract Risk Data

e Extract Time Series From
News

e Extract Trends From News
e Modify Normalize

e Provide Crisam Tasks

e Extract Scsm Data

e Modify Update Expression
e Risk Analysis

e Risk Keyword Extraction

11.05.2024

Crisam

View Keyword Generation
Sentiment Analysis
Text Summarization

Fake News Detection
(Experimental)

Kununu Scraper
(Experimental)

24



Self-repairing data scraping for websites

Samuel Ziihlke*[0009-0001-5320—0853] - Jna] Nitu*, Simone

Sandler[0000-0001—8819—7804] - O)jyer Kraussi0000-0002-8136-2606] 5),q Andreas
5“"}(.}{11 [0000—0003 —1646—0514]

University of Applied Sciences Upper Austria, Hagenberg, Austria

Abstract. Pre-processing and cleaning data from the web is challeng-
ing, as web pages are updated regularly. Whenever a monitored page
changes its layout, existing processing pipelines break and must be adapted
to the new design. We present an approach to scraping website data using
Large Language Models (LLMs) to determine the location of the desired
information and create a JavaScript path to the object in the Document
Object Model of the HTML page. Our approach automatically detects
when the path cannot be parsed anymore and repairs the path, con-
tinuously updating the scraping. Based on the example of the website
kununu.com, our approach allows for consistent scraping and self-repair
without overly impacting system performance. LLMs are only activated
when an error in the pipeline is detected. In the future, we plan to expand
this approach with multiple websites and data sources.

Keywords: Data Cleaning - Data Scraping - LLM

1 Introduction

This work introduces a novel approach for extracting content from websites,
mainly focusing on sites that undergo periodic updates.

Pre-processing and using website data is challenging due to the inconsistency,
redundancy, noise, and loss this kind of data tends to have [3]. Most papers
focus on improving the data quality by using various pre-processing methods on
already collected data [10][5]. In this work, we present an alternative strategy to
refine the data collection process. By adopting this method, we aim to precisely
capture the data required in the desired format, simplifying the pre-processing
demands.

Leveraging Large Language Model (LLM) technology, we generate accurate
statements (HTML document object model paths) to collect the data we need
from the website. This statement can then be used to collect this data until
the structure of the website changes. In this case, we again use LLMs to obtain
the updated statement. This approach is chosen over direct data retrieval via
LLMs for each extraction due to the time and potential costs associated with
frequent LLM calls. With our method, the LLM is only needed when the website
structure changes and not each time we need the data from the website.

" These authors contributed equally to this work.




~ [ CRIsaM Web Access x

B

< > C 25 demo01.crisam.net/crisamwebaccess_g17/CRISAMRedAlertManagement/dashboard/pro?menu=c3a11876-eb%-4be7-8751-c7f32bf3ecf1 b b e g
— Supply Chain Security Monitoring / CRISAM Red Alert Management Angerbauer Guenther - 2
N Last update: 05/05/2024 - 9:25:42 PM @

| DASHBOARDS
th Current Supplier Risk Scores Supplier Threat Intelligence Map
S —" COMPLIANCE
Supply Chain Security Monitoring L‘!U SUITE Draximaier Group Kendrion Kuester Holding GmbH
- ) ) 35 40 ECRR S 35 A0 45
Business Continuity Perspective 30 o 50 30 J—— 50 30 J— 50
) ) Contact 5,/ 55 W4 55 5,/ 55
1 IT/OT Security Perspective A A A
If you have any questions, please contact: 20 ~ \‘ 60 20 'I \| 60 20 'I N\ \‘ 60
=1 Petra Huber 15 65 15 ~ 65 15 65
= Risk Managerin l \ I \ l United Kingdom
Risk AG 10\ J 10\ J 10\ J Nl
: 5 \ / 75 5 \ / 75 5 \ / 75 Poland
“ +43732601216
petra.huber@risk.ag 0 80 0 80 0 80 aermany
v -1 A +43 A +5
v
Select suppliers Y« Supplier Risk Scores per Month .
Austria
DréxImaier Group % Kendrion ~ Min/Max I Avg e Hungary
Eh 100 F
o 75 Italy Serbia
o
7 t
3 —_/V_X/\
-
L4
. 2 :
Average Risk Score 25 SBs
Greece
36.6A ¢
February April 2023 June 2023 August 2023 October 2023 December
+11.6 / +46.22% 2023 2023
o— — /D—-—..,—(
Threats by Category Date and Time Supplier Threat Criticality
Q G a Q Q
2/2/2024 2:46 PM Kendrion Recent Attention on Ransomware Extortion Websites
Comparty Breakdown 2/2/2024 2:46 PM Kendrion Exposed Credentials 1
— 2/2/2024 2:46 PM Kendrion Company Website Using Often-Exploited Technology 1
‘: 2/2/2024 2:46 PM Kendrion Attention on Dark Web Markets 1
2/2/2024 2:46 PM Kuester Holding GmbH ~ Company IP With Often-Exploited Open Port
LS
2/2/2024 2:46 PM Kuester Holding GmbH Historical Typosquat Similarity to Company Domain - Non-Punycode Typo or Ho... 1
° 2/2/2024 2:46 PM Kuester Holding GmbH Domain With Missing DMARC Record 1
-
AN 2/2/2024 2:46 PM Dréxlmaier Group Recent Typosquat Similarity to Company Domain - Non-Punycode Typo or Homo... 1
¢ ——
2/2/2024 2:46 PM Dréxlmaier Group Historical Typosquat Similarity to Company Domain - Non-Punycode Typo or Ho... 1

&

¢ Edit in Designer Count = 13




Crisam

THANKS

+43 664 2127457

guenther.angerbauer@calpana.com



GGeben Sie |hrem Ehias s

Risiko keine Chance.
Sondern uns.
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